


About ProBoXx

We are a nonprofit organization dedicated to the analysis of malicious narratives
in digital environments. We began by studying trends in Venezuela on X (formerly
Twitter), and today we investigate public conversations in Cuba, Nicaragua, El
Salvador, and other Latin American countries, extending our work to platforms
such as TikTok, Facebook, and Instagram.

We combine data analysis, social listening, OSINT tools, and our own technology
to track coordinated online manipulation operations, influence campaigns, and
digital authoritarianism dynamics that shape the information environment.

Our work aims to protect the integrity of the digital ecosystem in Latin America
and provide evidence-based analysis of the impact these operations have on
public discourse.

We also develop training programs and educational content to strengthen the

capacities of journalists, activists, educators, and human rights defenders in
navigating the challenges of today's digital landscape.

A BriefLook at 2025
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We monitored 7.8 million messages on
X derived from 717 sociopolitical trends
detected in Venezuela (396) and
across Cubag, Nicaragua, and El
Salvador (397 combined).

We analyzed 119,554 pieces of public content
across multiple platforms: 77,187 posts on X,
16,824 on Instagram, 13,945 on Facebook, and
11,598 videos on TikTok
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Investigations
Propaganda and Manipulation

JANUARY — VENEZUELA — JOINT INVESTIGATION CLICK TO READ

#9Jan: How the ruling party manipulated
the detention of Maria Corina Machado *

This investigation examines the disinformation operation launched following the
detention of Maria Corina Machado on January 9, 2025, tracking 1,125 mentions
and the coordinated spread of photos, videos, and hashtags across social media.
It documents how pro-government accounts, proxy outlets, and official
spokespeople worked in concert to establish—at record speed—a narrative
claiming that her detention had been staged or never occurred.

*Available in Spanish

APRIL — JOINT INVESTIGATION CLICK TO READ

Nicolas Maduro Deepens
War Rhetoric on Social
Media Alongside Cuba
and Nicaragua

This study examines the digital conversation
surrounding Maduro’s inauguration and the role of
state-controlled media and allied actors in Venezuelq,
Cuba, and Nicaragua. It uncovers a coordinated
narrative of political-military support and regional
disinformation.
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https://proboxve.org/publicacion/9ene-detencion-maria-corina-machado/
https://proboxve.org/en/investigacion/nicolas-maduro-deepens-war-rhetoric-on-social-media-alongside-cuba-and-nicaragua/

MAY — VENEZUELA — JOINT INVESTIGATION CLICK TO READ

#MissionHypocrisy: Venezuelan
governmentdisguises itselfas

(]
“defender of migrants”

Tracking posts and videos across X, Instagram, TikTok, and Facebook, this
investigation follows the official narrative on migration. It identifies a propaganda
operation that portrays Cabello, Maduro, and the ruling party as “protectors” of
migrants—despite their well-documented history of persecuting and stigmatizing
those who have fled the country

MAY — VENEZUELA — JOINT INVESTIGATION CLICK TO READ

#MissionHypocrisy: Migrants
as the regime’s new weapon
against political opponents

This follow-up investigation exposes a campaign using hashtags, actors, and
terms linked to the Venezuelan migration crisis. It shows how the ruling party
weaponizes the situation to stigmatize the opposition and deflect
responsibility for the exodus it helped create.
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https://proboxve.org/en/investigacion/missionhypocrisy-venezuelan-government-disguises-itself-as-defender-of-migrants/
https://proboxve.org/en/investigacion/missionhypocrisy-migrants-as-the-regimes-new-weapon-against-political-opponents/

MAY — NICARAGUA CLICK TO READ

Nicaragua under censorship: Memory
and faith suppressed on the seventh
April of resistance *

Analyzing the digital conversation around the April 2018 uprising, religious
repression, and official narratives in Nicaragua through a multi-platform social
listening exercise, this piece reveals the struggle between the regime’s
propaganda of normalcy and the counter-narrative of resistance driven by
activists and those in exile.

*Available in Spanish

JUNE — CUBA CLICK TO READ

Imprisoned for being hungry? The
reality the regime tries to hide with
tourism propagandain Cuba *

This investigation examines the digital conversation around arbitrary detentions,
hunger, and tourism propaganda in Cuba. It reveals a polarized environment in
which the regime attempts to drown out citizen reporting on food shortages with
institutional and promotional narratives.

*Available in Spanish
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https://proboxve.org/publicacion/nicaragua-bajo-censura/
https://proboxve.org/publicacion/preso-por-tener-hambre-la-realidad-que-el-regimen-intenta-invisibilizar-con-propaganda-turistica-en-cuba/

JULY — VENEZUELA — JOINT INVESTIGATION CLICK TO READ

“Con el Mazo Dando”: Chavismo's
digital weapon to repress, intimidate
and control public discourse

Spanning multiple platforms and thousands of posts, this investigation maps the
amplification network around Diosdado Cabello’s TV show “Con el Mazo Dando”. It
demonstrates the coordination between institutional accounts and security
forces to spread propaganda, threats, and online harassment.

NOVEMBER — VENEZUELA CLICK TO READ

“Tun Tun” Christmas: chavismo
celebrates on socidal media while
political prisoners increase

This piece examines the digital conversation around the Christmas festivities
promoted by the regime and citizens’ denunciations of repression in Venezuela. It
exposes d stark disparity between the government’s holiday propaganda and the
public’s narratives about political prisoners and censorship.
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https://proboxve.org/en/investigacion/con-el-mazo-dando-chavismos-digital-weapon-to-repress-intimidate-and-control-public-discourse/
https://proboxve.org/en/investigacion/tun-tun-christmas-chavismo-celebrates-on-social-media-while-political-prisoners-increase/

Surveillance, Censorship,
and Control of the Digital S

ENERO - VENEZUELA CLICK TO READ

Independent media are not
theenemy

This analysis looks at social media posts and reactions targeting independent
Venezuelan media, drawing on concrete examples within the censorship context
that followed the July 28 elections. It shows how criticism of news coverage of
Edmundo Gonzdlez is occurring in a hostile environment where journalism faces
blocking, persecution, and criminal prosecution.

APRIL — NICARAGUA CLICK TO READ

Rosario Murillo’s troll
farms: A tool of control
and disinformation for the
Nicaraguan regime *

Drawing on findings from the UN Group of Experts and
prior monitoring records, this investigation documents
how the Nicaraguan regime’s troll farms operate. It
shows that these structures are used from within public
institutions to harass, threaten, and spread
disinformation.

*Available in Spanish
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https://proboxve.org/en/investigacion/independent-media-are-not-the-enemy/
https://proboxve.org/publicacion/las-granjas-de-trolls-de-rosario-murillo-un-arma-de-control-y-desinformacion-del-regimen-nicaraguense/

JULY — VENEZUELA — JOINT INVESTIGATION CLICK TO READ

Are they reading our messages?
Myths and realities about
WhatsApp in Venezuela

Based on recent context and digital risk analysis, this piece clarifies which threats

surrounding WhatsApp are real and which are products of the official narrative. It

concludes that fear of surveillance is also being weaponized to push users toward
less secure alternatives.

AUGUST — VENEZUELA — JOINT INVESTIGATION CLICK TO READ

Digital Espionage: How State
Surveillance Operates in Venezuela—and
How Russia and China Are Closely
Involved

This investigation describes the forms of state surveillance in Venezuela through
an analysis of official practices, tools, and rhetoric. It demonstrates that even
without direct access to encrypted content, monitoring occurs through
alternative, systematic, and unlawful means.
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https://proboxve.org/en/publicacion/are-our-messages-being-spied-on-myths-and-realities-about-whatsapp-in-venezuela/
https://proboxve.org/en/investigacion/digital-espionage-how-state-surveillance-operates-in-venezuela-and-how-russia-and-china-are-closely-involved/

AUGUST — CUBA— JOINT INVESTIGATION CLICK TO READ

Surveillance, censorship, and
propaganda: The Cuban regime’s
digital control

This investigation exposes Cubad’s digital control system through an analysis of
repressive laws, social media surveillance, and the ecosystem of state media and
public institutions. It warns that censorship is no longer limited to journalism—any
opinion expressed online can now become grounds for punishment.

OCTOBER — CUBA — JOINT INVESTIGATION CLICK TO READ

Repression in Cuba: When publishing
on social media becomes d crime

We document digital repression in Cuba through figures on sanctioned and
imprisoned individuals and the online conversation about political prisoners. The
investigation demonstrates that posting, protesting, or speaking out on the
internet can lead to fines, criminal prosecution, and imprisonment.
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https://proboxve.org/en/investigacion/surveillance-censorship-and-propaganda-the-cuban-regimes-digital-control/
https://proboxve.org/en/investigacion/repression-in-cuba-when-publishing-on-social-media-becomes-a-crime/

NOVEMBER — NICARAGUA CLICK TO READ

Nicara?uu: The most aggressive
surveillance apparatus in Central

America *

Drawing on an analysis of new regulations and documented patterns of
monitoring and harassment, this piece exposes the tightening of Nicaragua's
surveillance apparatus. It warns that the regime is expanding its ability to control

digital services, communications, and online interactions.
*Available in Spanish

Human Rights, Repression,
and Resistance

MARCH — INTERREGIONAL INVESTIGATION CLICK TO READ

The female political
prisoners that authoritarian

regimes sought toeraseon
International Women's Day *

By contrasting official rhetoric with cases documented by
human rights organizations, this investigation examines
the official March 8th narrative in Venezuela, Cuba, and
Nicaragua. It exposes how the commemoration coexists
with imprisonment, exile, and persecution targeting
dissident women.

*Available in Spanish
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https://proboxve.org/publicacion/nicaragua-el-aparato-de-vigilancia-mas-agresivo-de-centroamerica/
https://proboxve.org/publicacion/las-presas-politicas-que-los-regimenes-autoritarios-quisieron-borrar-el-8m/

JULY — CUBA CLICK TO READ

Etecsa’s ‘Tarifazo’: Cuba
responded with di;ﬂtql protests
and university strike

Through social listening, this investigation analyzes the online conversation
around ETECSA'’s price increases. It reveals a clash between genuine citizen
protests and coordinated state-run campaigns designed to contain dissent and
control the narrative.

AUGUST — EL SALVADOR CLICK TO READ

Social media reacts to Cristosal’s
departure from El Salvador

This piece tracks the digital conversation following the announcement of
Cristosal’s expulsion from El Salvador. It captures a dispute between civil society
voices denouncing the criminalization of civic space and the official narrative
attempting to reframe the case as a tax matter.

oY !
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https://proboxve.org/en/investigacion/etecsas-tarifazo-cuba-responded-with-digital-protests-and-university-strike/
https://proboxve.org/en/investigacion/social-media-react-to-cristosals-departure-from-el-salvador/

DECEMBER — VENEZUELA | CLICK TO READ

Between propaganda
and repression: Women

political prisoners
inVenezuela

This investigation analyzes the digital conversation
around November 25th, showing how state propaganda
celebrating supposed advances for women coexists with
documented accounts of imprisonment, institutional
violence, and repression against women political

prisoners.

Transnational Authoritarian

Influence

MAY — INTERREGIONAL INVESTIGATION CLICK TO READ

China’s digital narratives in Central

America: Propaganda, soft power, and
disinformation on social media *

Using a mixed methodology developed by ProBox and Expediente Abierto, this
investigation explores pro-China narratives in Panama, El Salvador, and Costa
Rica. It identifies the key actors, amplification patterns, and influence strategies
deployed to bolster China'’s legitimacy across the region.

*Available in Spanish
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https://proboxve.org/en/investigacion/between-propaganda-and-repression-women-political-prisoners-in-venezuela/
https://proboxve.org/publicacion/narrativas-digitales-de-china-en-centroamerica-propaganda-poder-blando-y-desinformacion-en-redes-sociales/

OCTOBER — NICARAGUA — JOINT INVESTIGATION CLICK TO READ

Propaganda made in China:
the Nicaraguan journalism
training system

By examining training events, paid ads, and digital conversations, this
investigation analyzes the media cooperation between China and Nicaragua. It
shows that Beijing is not only training journalists aligned with the regime, but also
running social media campaigns to reinforce the government'’s official narrative.

NOVEMBER — NICARAGUA — JOINT INVESTIGATION CLICK TO READ

The infrastructure that amplifies
state narratives in Nicaragua

This research exposes the digital ecosystem amplifying the Nicaragua—-China
alliance through an analysis of 2,246 mentions and the behavior of
pro-government accounts. It reveals a hierarchical structure coordinated from
the Presidency and replicated by state media and allied accounts that simulate

grassroots public support.
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https://proboxve.org/en/investigacion/propaganda-made-in-china-the-nicaraguan-journalism-training-system/
https://proboxve.org/en/investigacion/the-infrastructure-that-amplifies-state-narratives-in-nicaragua/

Spaces of Influence

In addition to our participation in public forums, throughout 2025 we held at least
20 strategic meetings, closed-door exchanges, and conversations with diverse
stakeholders to advance our findings and strengthen alliances around civic
space, disinformation, and digital rights in the region. For reasons of security and
confidentiality, not all of these engagements can be disclosed publicly, but they
are a central pillar of our advocacy strategy.

RightsCon 2025 —
Taipei, Taiwan

We participated in panels and workshops on digital rights and
information resilience. Marivi Marin led the in-person
workshop “China’s Whisper in Latin America’s Information
Space,” while Estefania Da Silva took part in the online
roundtable “#DigitalMisogyny: The enemy of women in
politics.”

CLICK HERE

Public Hearing —
Inter-American Commission

on Human Rights (IACHR)

We joined civil society organizations at the hearing
“Venezuela: The state of freedom of expression,
association, assembly, and the press” before the IACHR,
raising the alarm about the deterioration of civic space
and restrictions on fundamental rights in Venezuela. In
that context, Marivi Marin presented our findings on
digital persecution and censorship in the country.

CLICK HERE
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https://proboxve.org/en/investigacion/probox-at-rightscon-2025-challenges-and-strategies-for-a-fairer-digital-world/
https://proboxve.org/en/investigacion/civil-society-organizations-highlight-the-increase-of-repression-in-venezuela-before-the-iachr/

Internet Governance Forum
2025 — Oslo, Norway

We participated in this global digital governance forum by
organizing the session “Cross-Regional Connections for
Information Resilience”, moderated by our executive director,
Marivi Marin, with the participation of our general director
Estefania Da Silva. The conversation brought together
experiences from Venezuelqg, Ecuador, Afghanistan, Brazil, and
Uganda, addressing censorship, surveillance, information
manipulation, and civil society sustainability.

CLICK HERE

Forum 2000 — Prague,
Czech Republic

We participated in this international forum on
democratic resilience and global challenges. Marivi
Marin was a panelist in “Safe and Smart Cities: Who Do
They Really Serve?”, moderated “Narratives from Great
Powers: Impact and Counter-Strategies,” and
participated in the workshop “Confronting Polarization,”
where she also coordinated the Media Working Group.
Through these sessions, we contributed to the
conversation on polarization, power narratives, and
democracy. CLICK HERE

Youth Internet Governance Forum for
Latin America and the Caribbean 2025
— Cordoba, Argentina

At this regional forum focused on young people across
Latin America and the Caribbean, Marién Briancesco
facilitated the workshop “Telling Technology Through
Youth Voices” and the panel “Narrating Internet
Governance.” Both sessions explored the role of media
narratives, journalism, and youth participation in
regional discussions on digital governance.

CLICK HERE
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https://proboxve.org/en/investigacion/information-resilience-and-digital-rights-a-global-conversation-from-igf-2025/
https://www.instagram.com/p/DQMwFlXjcW-/?img_index=1
https://www.youtube.com/live/53ZDZl3A7Y0?si=3gWzWoDmF9T3Gk-c&t=12522

Latin American and Caribbean
Internet Governance Forum 2025 —
Cordoba, Argentina

We participated in one of the region’s leading forums on
digital policy and internet governance. Maridn Briancesco
presented the talk “And What About Investigative
Journalism? An Ally and Watchdog in Internet Governance”
and moderated the session “Geopolitics of Digital
Infrastructure,” which focused on the region’s challenges in
navigating technological infrastructure and Al

Latin American Investigative
Journalism Conference (COLPIN) —
Buenos Aires, Argentina

At the forum “For the Cuba of Tomorrow”, organized by Diario
de Cuba in the margins of COLPIN, Marivi Marin raised the
alarm about patterns of digital control and authoritarian
cooperation among Cuba, Venezuela, and Nicaragua, and how
the exchange of strategies between these governments
undermines rights such as privacy, freedom of expression, and
internet rights in Latin America

Regional Advocac

Micro-Grants

CLICK HERE

In 2025, we launched our first digital advocacy micro-grant call for Latin America,
designed to support fast-moving and creative initiatives in defense of digital
rights, freedom of expression, and civic participation in restrictive digital

environments

We received 52 proposals from 13 countries.

0T e=T SOV

The selection process combined evaluation by our team with input from an
external panel of expert reviewers. Two organizations were selected—one from

Ecuador and one from Venezuela.
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https://www.youtube.com/live/TyCGQvWn2SM?si=XAj43tTrjvrCWwMT&t=1551
https://diariodecuba.com/foro-ddc/1764849746_63864.html
https://proboxve.org/en/publicacion/we-launch-micro-grants-to-boost-digital-advocacy-in-latin-america/

Ecuador — Al policy advocacy 4

We supported Fundacién Openlab in hosting the event “Artificial
Intelligence and Digital Rights: Different Perspectives for the Common
Good,” which brought together around 80 stakeholders from government,
academiga, civil society, and technology collectives. The initiative resulted
in a Public Minute and a letter addressed to authorities involved in the
regulatory process.

CLICK HERE

Venezuela - Citizen educationin W
the face of the shrinking of civic space

We supported “La Gente Informa,” a training program in citizen journalism
and fact-checking that included an in-person workshop in Lara and seven
virtual sessions with national reach. Key outcomes include the
consolidation of a support network between Yaracuy and Miranda, as well
as the launch of new community media projects on social media.

o
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https://www.instagram.com/p/DOtTpvSCKiF/?img_index=1

Coalition for the Defense

of Civic Space against
Authoritarianism

In 2025, we advanced the development of a regional coalition conceived as a
space for collaboration and trust-building, aimed at strengthening the research
and response capacities of organizations and media outlets facing authoritarian
practices that restrict freedom of expression online. Through this process, we built
3 new strategic alliances and consolidated our work with more than 60 allied
organizations and media outlets.

As part of this effort, we signed a strategic agreement with Gobierno y Andlisis
Politico A.C. to formalize coordination mechanisms and establish the political and
operational foundations for their implementation in 2026.

_What's Next

In 2026, we will continue expanding our research, monitoring, and training work
across the region—bringing in new countries, deepening alliances, and creating
more spaces for collective action against digital authoritarianism. We believe
that protecting the information ecosystem and defending digital rights in Latin
America is only possible through collective effort.

The ProBox Team

e Marivi Marin — Executive Director

» Estefania Da Silva — General Director

e Marion Briancesco — Programs Director

* Axel Ocafia - Data Analyst

» Stephanie Stifano - Training Coordinator

e Marcela Galavis - HR and Administration

* NoorElena Pérez - Communications Assistant

¢ Communications Coordinator

» Graphic Designer

¢ Journalists from Venezuela, Cuba, Nicaragua and El Salvador
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We invite you to follow our work, share
our findings, and join us in building a
region more resilient to the challenges of
the digital environment.

Email: contacto@proboxve.org

& X: @ProBoxVE

©Instagram: @ProBoxVE
O Facebook: /[ProBoxVE

© TikTok: @ProBoxVE



https://x.com/proboxve
https://instagram.com/proboxve
https://facebook.com/proboxve
https://www.tiktok.com/@proboxve



